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Introduction

This guide describes how to work with Snowflake from within the KNIME Analytics Platform.
The KNIME Analytics Platform is our open source software for creating data science.
Intuitive, open, and continuously integrating new developments, it makes understanding data
and designing workflows and reusable components accessible to everyone.

The Snowflake Extension allows you to connect to your Snowflake account to access and
manage data directly in Snowflake and if desired sprinkle in some SQL. You can combine
data from Snowflake with data from any of the multiple sources supported by KNIME and
apply advanced techniques such as statistics, machine learning, model monitoring, and
artificial intelligence to make sense of it.

KNIME is a Snowflake Ready Technology having completed a 3rd party
i technical validation that confirms the KNIME Snowflake Integration is
optimized with an emphasis on functional and performance best practices.

This guide will help you to get started and is divided into the following sections:
1. Quickstart with Snowflake in KNIME gives a short introduction to KNIME and how to
connect to Snowflake

2. Working with Snowflake describes Snowflake specific topics such how to connect to
Snowflake and accessing Snowflake Marketplace data

3. Advanced setup instructions that might be required for special environments such as if
your company uses Microsoft Entra ID for authentication.
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Quickstart with Snowflake in KNIME

Once you have downloaded and installed the KNIME Analytics Platform you can open the
Getting started with Snowflake example workflow in the KNIME Hub by clicking this link.

The workflow uses the TPCH sample data, which is shared by default with your account by
Snowflake, and performs the following steps:

1. Connects to your Snowflake account

2. Selects the CUSTOMER and ORDERS table from the sample database

3. Preprocesses the data without the need to write any SQL

a. Joins the two tables and filters all orders that have the orderstatus=F and a
totalprice>500k

b. Computes the total number of orders per order status

4. Reads the data into KNIME and visualizes it

If you do not have a Snowflake account you can apply for a 30-day free trial at:
https://signup.snowflake.com/

Getting started with Snowflake
This workflow is an example of how to get started with using Snowflake from within KNIME Analytics Platform.

1. Connecting. 2. Selecting. 3. Preprocessing. 4. Visualizing.
Lise the Snowflake Connector| isually select Snowflake Mo coding preprocessing within Read data into KNIME and visualize it
node and add you login tables to work with Snowflake.
information
DB Table Selector . . .
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L ]
Snowflake Connector ® ® ® ®
Customer ) )
g Join on orderstatus=F Read data Click on
A custkey and totalprice=500k into KMIME Execute and Open Views
'8 in context menu
Change connection DB Table Selector DB GroupBy DB Reader Bar Chart
information to \_ . . .
your Snowflake account H:)E =)l E e .______,—-’—'——;.-
L ] L 2 L ]
Orders oder status count Read data Click on
into KMIME Execute and Open Views
in context menu

Once the workflow is opened in your web browser simply drag&drop the workflow icon right
into the KNIME Explorer on the left hand side of your KNIME Analytics Platform.
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If you haven't installed the KNIME Snowflake Integration don't worry, KNIME will prompt you
that a node extension is missing and offers you to search and install it automatically. To do
so simply click Yes and follow the steps in the installation window by clicking Next.

The first thing you need to do is adjust the connection settings of the Snowflake Connector
node to point it to your Snowflake account. To do so, double click the node to open its
configuration dialog. In the node dialog add your account information as described in the
Snowflake Connector node section below. Please notice that the domain
.snowflakecomputing.com will be appended automatically to the entered full account name.

Once this is done, you can execute the whole workflow by clicking the Execute all executable
nodes button in the toolbar.

KMIME Analytics Platform
File Edit WView MNode Help

Ch v B @)% ~|| § o &

Alternatively you can also execute the workflow node by node and inspect the intermediate
results as described here via the nodes context menu.

RAEHSZ G L Jiie

[
[

|
| i | )
- |

To work with other database tables or views simply double click the DB Table Selector node
to open its node dialog. In the dialog click the Select table button. You can use the Database
Metadata Browser to select the tables or views you want to work with and click OK. Close the
node dialog by clicking OK and execute the node. After executing the node you can open the
output port view of the node via the DB Data entry at the bottom of the context menu. Clicking
the Cache no. of rows button allows you to have a peak at the data. You can do this at every
stage of the workflow to see how your data evolves throughout the workflow.

To perform additional transformations simply drag and drop other database nodes onto the
workflow editor. The database nodes are located in the DB category of the node repository.
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Once a new node is added you can connect it by clicking the output port of the first node and
releasing the mouse at the input port of the second node. Open the node dialog by double
clicking the node to adjust its configuration. For an explanation of the node and its different
configuration options click the question mark at the bottom right of the node dialog to open
the node description.

For more details on how to create, manipulate and execute KNIME workflows in general see
the KNIME Analytics Platform User Guide. For more information about how to work with the
database nodes see the KNIME Database Extension Guide.
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Working with Snowflake in KNIME

This section describes how to work with Snowflake from within KNIME Analytics Platform.

Extension installation

This is a one-time setup step that you can skip if you have followed the
previous section.

Once you have downloaded and installed the KNIME Analytics Platform as described here
you need to install the KNIME Snowflake Integration. To do so you have two options:

KNIME Hub:

+ Open the KNIME Snowflake Integration page by clicking here

« From the extension page drag&drop the squared yellow icon to the workbench of
KNIME Analytics Platform. A window will open asking if you want to search and install
the extension or integration. Click Yes and follow the instructions.

{8 Extension

KNIME Snowflake Integration v

v4.5.1 ! 2 o

This feature contains nodes for accessing Snowflake from KNIME. Overview
* Restart KNIME Analytics Platform.
KNIME Analytics Platform:

* Click File on the menu bar and then Install KNIME Extensions.... The dialog shown in the
figure opens.
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Install O *
Available Software
Check the items that you wish to install. -j‘"
|
Marme Version =

[]000 KMIME 8 Extensions

[] o0 KMIME Big Data Extensions

[]000 KMIME Community Extensions - Bioinformatics & NGS

[] 000 KMIME Community Extensions - Cheminformatics

[]000 KMIME Community Extensions - Image Processing and Analysis
[] 000 KMIME Community Extensions - Cther

[]000 KMIME Community Extensions Sources

[] 000 KMIME Labs Extensions v
Select All Dezelect All
Details
Show only the latest versions of available software Hide items that are already installed
Group items by category What is already installed?

[] Show only software applicable to target environment

< Back Mext = Finish Cancel

+ Select the KNIME Snowflake Integration extension e.g. by typing Snowflake into the
search bar at the top

Install O >

Available Software

Check the iterns that yeu wish te install, ,)‘"
| snowflake x | Select All
Mame Version Deselect All
w [Z] 000 KMIME & Extensions
(- KNIME Snowflake Integration 4.5.1.w202201171151

1item selected

* Click Next and follow the instructions

+ Restart KNIME Analytics Platform.

For more information on how to install Extensions and Integrations see the KNIME Analytics
Platform Installation Guide.
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Snowflake Connector node

Once you have installed the KNIME Snowflake Integration, you can find the Snowflake
Connector node in the DB = Connection subcategory in the Node Repository. The Snowflake
Connector node creates a connection to the Snowflake database via the Snowflake JDBC
driver.

In the configuration dialog of the Snowflake Connector node you need to provide information
such as account name, virtual warehouse, and the user credentials. To open the
configuration dialog, double-click the node. For the full account name the domain
.snowflakecomputing.com will be appended automatically. To use another domain see the
Custom Snowflake Domain Name section. Note that your full account name might include
additional segments that identify the region and cloud platform where your account is hosted
e.g. xy12345.us-east-2.aws, xy12345.us-central1.gcp or xy12345.west-us-2.azure that need
to be entered as well.

For more information on the different supported authentication methods see the
Authentication section.

Once you have provided all necessary information click OK and execute the node to establish
a connection.
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Dialog - 0160 - Snowflake Connector (Change connection) - O *
File
Inout Tvpe Maopina Cutout Tvpe Mapping Flow Variables Job Manager Selection
Connection Settings IDBC Parameters Advanced
Configuration
Database Dialect: Snowflake ~
Driver Mame: Snowflake 3.13.4 [ID: built-in-snowflake-3.13.4] L
~ Connection

Full account name

| <your account w |

Virtual warehouse

| <your warehouse > b4 |

Default access control role (optional)

|PUBLIC v
Default database (optional)

|TEST_DE v |

Default schema (optional)

|PuBLIC v|

Authentication
() Mone
Credentials
() Username
(®) Username & password

Username: | <your login :=-|

PaSSWﬂrd: BERRRRRRRRRERRRR RN RN RN RR RN

oK Apply Cancel @

After connecting, the USE WAREHOUSE command can be executed with the DB
SQL Executor node to set a different database for the session.

Working with Snowflake Data Marketplace Databases

The Snowflake Data Marketplace allows Snowflake users to access curated data from
different data providers. Once you have access to a requested database it will show up in the
Database Metadata Browse e.g. when clicking the Select a table button of the DB Table
Selector node. To access any table or view simply double click its name. The database,
schema and table/view name is then automatically entered into the corresponding fields in
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the node dialog. If you are writing your own statements you might need to qualify each table
or view using the database and schema name it is located in.
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Uploading large amounts of data to Snowflake

To upload a large amount of data you can use the DB Loader node. The node either writes a
CSV or Parquet file into a Snowflake stage prior loading the data into the specified table
using the Snowflakes COPY command.

In the node dialog you can specify the existing database table you want to upload the data to.
Depending on your use case you can choose between CSV and Parquet as data exchange
formats. CSV processing is faster but might cause problems with complex string values
whereas Parquet has better type support but is slower to process.

In the stage section select a stage where you have write access to. The uploaded file will be
automatically deleted once the data is loaded into the destination Snowflake table.
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Dialog - 0:202 - DB Loader
File

Options  Advanced Flow Variables Job Manager Selection

~Target table
Database: |\mydatabase|
Schema: myschema

Table: mytable

Select a table

~File format

@ Csv

() Parquet

- Stage
(®) User stage
() Table stage
() Internal named stage

Internal stage name:

0K Apply

Cancel

@

Depending on the selected file format the Advanced tab offers you different options to further

define the characteristics of the exchanged file such as the compression method, quote

characters or file and chunk size.

© 2025 KNIME AG. All rights reserved.

10



KNIME Snowflake Extension Guide

Dialog - 0:202 - DB Loader — O >
File
Options Advanced  Flow Variables  Job Manager Selection
General Settings
Compression method: | GZIP
C3V Settings
Column separator:
Missing value pattern:
Quote:
Quote replacement:
Line ending: SYST e
Character set: UTF-8 o
Parguet Settings
Within file chunk size: 1.024 =5
File size: 1.024 =
0K Apply Cancel I'E

H20 Machine Learning Model Push-down

KNIME Analytics Platform supports model push-down into Snowflake. This allows you to
perform data prediction within Snowflake without the need to move the data out of
Snowflake. Supported are H20 MOJO models that can be learned via the KNIME H20
Machine Learning Integration but also via KNIME H20 Sparkling Water Integration where the
model learning is performed at scale within a Spark runtime.

The different Snowflake H20 MOJO Predictor nodes create a temporary User-Defined
Function (UDF) in the default database and schema that lives as long as the Snowflake
session is not closed. To create the function KNIME uploads the model as well as all required
dependencies to a temporary stage created in the default database and schema in
Snowflake. To successfully execute the nodes require the USAGE rights on the DATABASE
and the SCHEMA.

For more information about the H20 Integration check out the H20 blog post.

The following screenshot shows an example flow that learns a Random Forest model using a

© 2025 KNIME AG. All rights reserved. 11


https://kni.me/e/ahEvXl-NKGooJ7Od
https://kni.me/e/ahEvXl-NKGooJ7Od
https://hub.knime.com/knime/extensions/org.knime.features.ext.h2o.spark/latest
https://docs.snowflake.com/en/sql-reference/user-defined-functions.html
https://docs.snowflake.com/en/sql-reference/user-defined-functions.html
https://docs.snowflake.com/en/sql-reference/sql/grant-privilege.html#
https://www.knime.com/blog/combining-the-power-of-knime-and-h2oai-in-a-single-integrated-workflow

KNIME Snowflake Extension Guide

local H20 context which is then registered as UDF and used to predict the classes for a
database table with previously unseen data. The prediction result is then stored in a
Snowflake table. For another example see the following blog post.

DB Table Selector DB Row Sampling DB Reader

L PN EEEE—EE»
H20 Random
Table to H2Q Forest Learner i
Snowflake Connector H20 Local Context H20 Model to MOJo _ Snowflake H20 MOJO DB Connection
»> » Predictor (Classification) Table Writer

=

e
s . e = L
-

o E

Learn prediction ] 3
DB Table Selector model Apply Store prediction

- E’ - model resultin db table
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Authentication

This section describes the different authentication methods that can be used with the KNIME
Snowflake Integration.

Multi-factor authentication (MFA)

Multi-factor authentication (MFA) can be used for connecting to Snowflake in a secure way.
Snowflake supports MFA with Duo Security, which is managed completely by Snowflake. In
order to use MFA with Snowflake you need to install the Duo Mobile application. For further
details on how to use Duo multi-factor authentication see Duo User Guide.

Within KNIME you can use MFA in two different ways:

* Use the push mechanism.
The push mechanism is the default and recommended way to use MFA with Snowflake.
To use it in KNIME:

1. Enter your username and password in the Authentication section of the Snowflake
Connector node dialog.

2. Execute the node as normal.
During execution the Snowflake driver will automatically send a push notification
to your Duo application. Once you have accepted the push notification in the Duo
application on your phone the node will continue with the authentication process.

* Provide the Duo-generated passcode when configuring the Snowflake Connector node.
To use the passcode mechanism you need to:

1. Open your Duo application.
2. Generate a passcode.

3. Once you have the passcode open the node dialog of the Snowflake Connector
node.

4. Add the passcode parameter to the JDBC Parameters tab of the node
configuration dialog with the passcode from Duo as value.

© 2025 KNIME AG. All rights reserved. 13
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Dialog - 3:6 - Snowflake Connector = O X
File
Input Type Mapping Cutput Type Maooinag Flow Variables Job Manager Selection
Connection Settings JDBC Parameters Advanced
Mame Type  Value
TIMEZOME ||E| |Eurupefserlin
application |E| KIMIME

passcode ' 123458

Add Remove

OK Apply Cancel @

Snowflake OAuth

Snowflake OAuth uses Snowflake’s built-in OAuth service to provide OAuth-based
authentication. To use this authentication from KNIME you need to:

1. Create a custom client integration which is done by creating a SECURITY
INTEGRATION. The following is an example of a security integration that can be used
with KNIME:

CREATE OR REPLACE SECURITY INTEGRATION KNIME AP_SNOWFLAKE OAUTH
TYPE = OAUTH
OAUTH_CLIENT = CUSTOM
OAUTH_CLIENT_TYPE = 'PUBLIC'
ENABLED = TRUE
OAUTH_REDIRECT_URI = 'http://localhost:55055"
OAUTH_ALLOW_NON_TLS_REDIRECT_URI = TRUE
OAUTH_ISSUE_REFRESH_TOKENS = TRUE
OAUTH_REFRESH_TOKEN_VALIDITY = 7776000
OAUTH_USE_SECONDARY_ROLES = NONE
OAUTH_ENFORCE_PKCE = FALSE
COMMENT = 'OAuth client for KNIME Analytics Platform';

© 2025 KNIME AG. All rights reserved.


https://docs.snowflake.com/en/user-guide/oauth-snowflake-overview
https://docs.snowflake.com/en/user-guide/oauth-custom
https://docs.snowflake.com/en/sql-reference/sql/create-security-integration-oauth-snowflake
https://docs.snowflake.com/en/sql-reference/sql/create-security-integration-oauth-snowflake

KNIME Snowflake Extension Guide

2.

3.

4,

Once the integration is created you can use the DESCRIBE INTEGRATION command to
get the details of the integration including the OAUTH_REDIRECT_URI,
OAUTH_AUTHORIZATION_ENDPOINT and OAUTH_TOKEN_ENDPOINT which you will
need later to configure the OAuth2 Authenticator node in KNIME:

DESCRIBE INTEGRATION KNIME_AP_SNOWFLAKE_OAUTH;

In addition you need to execute the SYSTEMSSHOW_OAUTH_CLIENT_SECRETS
function to get the client ID and client secret of the integration:

SELECT SYSTEM$SHOW_OAUTH_CLIENT_SECRETS('KNIME_AP_SNOWFLAKE_OAUTH');

Configure the OAuth2 Authenticator node in KNIME with the value of the
OAUTH_CLIENT_ID and OAUTH_CLIENT_SECRET.

Now that you have created the security integration and have the client ID and client secret
you can configure the OAuth2 Authenticator node in KNIME. To do this follow these steps:

1.

Copy the OAUTH_CLIENT_ID and OAUTH_CLIENT_SECRET from the output of the
SYSTEMSSHOW_OAUTH_CLIENT_SECRETS function call into the username and
password field of a Credentials Configuration node.

Connect the output of the Credentials Configuration node to the Flow variable port of
the OAuth2 Authenticator node.

. Open the dialog of the OAuth2 Authenticator node and change the Service type in the

Endpoints configuration section to Custom. Copy the
OAUTH_AUTHORIZATION_ENDPOINT and OAUTH_TOKEN_ENDPOINT from the output
of the DESCRIBE INTEGRATION command.

Paste them into the Authorization endpoint URL and Token endpoint URL fields in the
Endpoints configurations section.

In the Client/App configuration select Confidential as type and select the credentials
variable created in step 1 for the ID and Secret (flow variable)

Enter the OAUTH_REDIRECT_URI value from the output of the DESCRIBE INTEGRATION
into the Redirect URL (should be \\http://localhost:XXXXX).

In the Scopes section add any number of scopes that are required for your work in the
format session:role:<role_name>. In addition add the special refresh_token scope to get
a refresh token from Snowflake that allows KNIME to refresh the access token without
user interaction.

Click on the Show advanced settings button to be able to tick the Use PKCE option in the
Endpoints configuration section if you have enabled proof key code exchange (e.g.

© 2025 KNIME AG. All rights reserved. 15


https://docs.snowflake.com/en/sql-reference/sql/desc-integration
https://hub.knime.com/n/a5e7aaUxN7A9akSp
https://docs.snowflake.com/en/sql-reference/functions/system_show_oauth_client_secrets
https://hub.knime.com/n/a5e7aaUxN7A9akSp
https://hub.knime.com/n/a5e7aaUxN7A9akSp
https://docs.snowflake.com/en/sql-reference/functions/system_show_oauth_client_secrets
https://hub.knime.com/n/haMRciFKnyFk1hpJ
https://hub.knime.com/n/a5e7aaUxN7A9akSp
https://docs.snowflake.com/en/sql-reference/sql/desc-integration
https://docs.snowflake.com/en/sql-reference/sql/desc-integration
https://docs.snowflake.com/en/user-guide/oauth-custom#scope
https://docs.snowflake.com/en/user-guide/oauth-custom#proof-key-for-code-exchange

KNIME Snowflake Extension Guide

OAUTH_ENFORCE_PKCE = TRUE) in your security integration.

9. Once everything is configured correctly click the Login button in the node dialog to
authenticate with Snowflake using OAuth. This will open up a window in your browser
with the usual Snowflake login dialog.

10. Click the plus icon of the Snowflake Connector node to add a new input port to the
node which needs to be connected to the output port of the OAuth2 Authenticator node.

Microsoft Entra ID

External OAuth is a way to authenticate with Snowflake using an external OAuth provider
such as Microsoft Entra ID.

To authenticate via Microsoft Entra ID:

1. Add a credential input port to the Snowflake Connector node by clicking on the plus
icon of the Snowflake Connector node.

L

Snowflake Connector
F:ts m

o0

.&._;

2. Connect the output port of the Microsoft Authenticator node with the Snowflake
Connector node.

Microsoft Authenticator Snowflake Connector
o~ m— ~—m s m

00® R0

The setup of the Microsoft Authenticator node depends on your Microsoft Entra ID setting.
You can request the required information from your Microsoft Entra ID administrator.

The following images show an example setup of two Snowflake scopes within Microsoft
Entra ID.
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Home knimedev Snowflake OAuth Resource

& Snowflake OAuth Resource | Expose an APl %

| £ search (ctrl=p | « A’ Got feedback?

Application ID URI ‘ ht(ps:;-.onm|crosof't.ccm,’eaasGOaS-B‘ST-dO_

i overview

=
AN
=

& Quickstart

# Integration assistant
Scopes defined by this API

Manage
g Define custom scopes to restrict access to data and functionality protected by the API. An application that requires access to parts of this

B Branding API can request that a user or admin consent to one or more of these.

D Authentication Adding a scope here creates only delegated permissions. If you are looking to create application-only scopes, use 'App roles' and define app roles assignable to application
type. Go to App roles
Certificates & secrets
1 Add a scope
Token configuration

+ API parmissions Scopes Wheo can consent Admin consent display ... User consent display na...  State

& Expose an AP E Admins and users anyrole Enabled
B App roles /6ea360a8-3f57-40. E Admins and users Account Admin Account Admin Enabled
& Owners
& Roles and administrators | Preview Authorized client applications
M Manifest Autherizing a client application indicates that this API trusts the application and users should not be asked to consent when the client calls
this £PI.
Support + Troubleshooting
&2 Troubleshooting T Add a client application
& New support request Client Id Scopes

No client applications have been authorized

Once you have determined which scopes to use, copy the link (e.g. by clicking the blue
clipboard icon next to the url). Then open the node dialog of the Microsoft Authenticator

node in KNIME and select Custom as Scope type in the Scopes of access section. Then paste

the previously copied scope link into the text field.

© 2025 KNIME AG. All rights reserved.
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Dialog - 0:26 - Microsoft Authentication — O 4
File

Settings  Flow Variables  Job Manager Selection

Authentication mode: | Interactive authentication ~
Login Mot logged in

Token storage

(®) Memory (stores token in-memary)
() File (stores token in separate file)

Token file to read fwrite

Write to Local File System

File Browse. .. -

Write options Create missing folders

() Node (stores token in node settings)

Clear selected Clear all

Request access to

[[] sharepeint files (Read)

[[] sharepoint files (ReadWrite)

[] User Groups (Read) Note: Requires admin consent

[] Azure Blob Storage/Azure Data Lake Storage Gen2
Storage account:

[] Azure SQL Database

[] Power BI

Others (one per line)

https: ,-"_ onmicrosoft. CDI[‘.,-'rGEE‘.S60&5—3f57—‘10_r‘r5ESSiD_’1: Iole—anyi

oK Apply Cancel Iii

For further details about how to set up Microsoft Entra ID authentication and configure the
Microsoft Authenticator node see the next section.

Microsoft Entra ID setup

i This section is intended for a Snowflake and Microsoft Entra ID administrator.

In order to use Microsoft Entra ID authentication you need to create a new application
registration for the Snowflake OAuth Resource in your Microsoft Entra ID as described in Step
1 of the Snowflake documentation. You do not need to create an OAuth Client (Step 2) since
KNIME Analytics Platform will be the OAuth client that uses the registered application.
However, you will need to register the Snowflake OAuth Resource in Snowflake as described

© 2025 KNIME AG. All rights reserved. 18
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in Step 3 and 4 of the documentation.

Once everything is set up correctly you need to enter one scope of the Snowflake OAuth
Resource into the Other field of the Microsoft Authentication node. The scope is a URL that
looks like the following:

https://<YOUR_AZURE_ID>.onmicrosoft.com/6ea360a8-3f57-407f-xxxxx-
XXXXXXXXXXXX/session:role-any

Multi-tenant

If you get the following error:

“(Snowflake OAuth Resource) is not configured as a multi-tenant application. Usage of the
/common endpoint is not supported for such applications created after '10/15/2018". Use a
tenant-specific endpoint or configure the application to be multi-tenant.”

Enable multitenant authentication for the Snowflake OAuth Resource in you Microsoft Entra
ID.

© 2025 KNIME AG. All rights reserved.
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Home > knimedev > Snowflake OAuth Resource

3 Snowflake OAuth Resource | Authentication #

| £ Search (Ctrl+/) | “ Save Discard ('Qj Got feedback?

I overview ) )
Platform configurations

& Quickstart

. _ ) Depending on the platform or device this application is targeting, additional configuration may be required such z
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
Manage = Add a platform

B Branding

) Authentication
2 Supported account types
Certificates & secrets
Wheo can use this application or access this API?
Il Token configuration
O Accounts in this organizational directory only (knimedev only - Single tenant)

& APl permissions (®) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

& Expose an API
Help me decide...

S App roles
ad Owners
Rol d administrat Preview A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft )
4t Roles and administrators | Preview accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest
X editor. Learn more about these restrictions.
Manifest
Support + Troubleshooting %
A\ Starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant
£? Troubleshooting apps without verified publishers. Add MPN |D to verify publisher
& MNew support request
Advanced settings
Allow public client flows O
Enable the following mobile and desktop flows: (" as mj.

* App collects plaintext password {Resource Owner Password Credential Flow) Learn more =
* No keyboard (Device Code Flow) Learn more=
* S50 for domain-joined Windows {Windows Integrated Auth Flow) Learn more]

For more details see the Microsoft documentation.

Single-tenant

Since version 4.5.2 of the KNIME Analytics Platform the Microsoft
Authentication node also supports single tenant authentication by specifying a
custom OAuth2 Endpoint.

To specify a custom OAuth2 Endpoint open the node dialog of the Microsoft Authentication
node and go to the Advanced tab:

© 2025 KNIME AG. All rights reserved.
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File

Dialog - 0:26 - Microsoft Authentication (user specific)

OAuthZ Endpaint

() Default

(@) Custom:

https: /login. microsoftonling . com,f25d 1_53ltlfnauth 2 2.0 autharize

oK

Apply

Cancel (?)

The endpoint can be retrieved from Microsoft Entra ID by clicking the Endpoints entry of the
Snowflake OAuth Resource. Just click the clipboard icon of the OAuth 2.0 authorization

endpoint (v2) entry in the Endpoints list:

Home > knimedev >

i Snowflake OAuth Resource »

« [ pelete & Endpaints [ Preview features

B overview

Quickstart

#" Integration assistant A Essentials
Manage Display name

= Application (client) ID

Branding & properties
Object ID

D Authentication

Dire

y (tenant) 1D

Certificates & secret;
ericates & secrets Supported account types

I} Token configuration

5 APl permissions @ starting June 30th, 2020 w

@ Expose 2n API

pp roles GetStarted  Documentation

& Owners
4. Roles and administrators | Preview

M Manifest

The Microsoft identity platiorm is an authentication service, open-source libra
solutions, access and protect APls, and

Support + Troubleshooting
& Troublesheoting

2~

support request

«
(o)

© 2025 KNIME AG. All rights reserved.

@ Got 2 second? We would love your feedback on Microsoft identity platiorm (previously Azure AD for developer). —>

will o longer add any new features to Azure Active Directory Authentication Library (ADAL) and

will nesd to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Build your application wi

Endpoints x

OAuth 2.0 authorization endpoint (v2) Copy to clipboard

https://login.microsoftonline.com/95cl14b:

l

bcb5320/0zuth2/v2.0/authorize. ]

OAuth 2.0 token endpoint (v2)
https://loginmicrosoftonline.com/95d14] f5320/0auth2/v2.0/token o]

OAuth 2.0 authorization endpoint (v1)

https://login.microsoftonline.com/@sdi14f

(

320/02uth2/authorize n)

OAuth 2.0 token endpoint (v1)
https://login microsoftonline.com/g5ci14}
OpeniD Connect metadata document

httpsi//loginmicrosoftoniine.com/95cl14

Microsoft Graph AP endpoint

Jbs220/0autha/token )]

5

[ ttpsy/graphmicrosoft com D)

Ws-Federation sign-on endpoint

https://loginmicrasoftonline.com/9sd 5320 wsfed o]

B
E

https://login.microsoftonline.com/@5di14

cbs5320/samiz n)

https://login microsoftonline.com/05dl1. 5320/5aml2 )]

£
b
E
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Key pair authentication

First of all you will need to generate the key files following Snowflake documentation.

Once you have created the key files, store them in a secure location. You then need to provide

the path to the location to the Snowflake Connector node.

From KNIME Analytics Platform version 5.4.0, encrypted key pair authentication
works without further configurations of the Analytics Platform. In fact the Java
flag and Bouncy Castle library, that were necessary for previous KNIME
Analytics Platform versions, are all automatically setup when the Snowflake
extension is installed.

To do this follow these steps:

1. Provide the location of the key file as a flow variable of the type path and inject that to
the Snowflake Connector node

List Files/Folders Table Row to Variable
f— Snowflake Connector DB Table Selector DB Reader
E; > oy O0—
s m E:>E H:>»
ocoe (o]e] - il
[ee] ) 00@® co®

List files of location Transform the row
where key file is located containing the key file Configured to use
path to a path flow variable the key file

2. Configure the Snowflake Connector node:
a. Inthe Connection Settings tab of the node configuration dialog:

i. Inthe Configuration section: For encrypted key pair, make sure that the
latest driver version available is used (or a driver version >= 3.16)

ii. Inthe Connection section: Insert all the necessary options as explained in
the Snowflake Connector node section.

ii. Inthe Authentication section: select Username and add the username for the

key you want to use

© 2025 KNIME AG. All rights reserved.
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File

Dialog - 4:9 - Snowflake Connector (encrypted)

Input Tvpbe Mappina Output Tvoe Mapping Flow Variables
Connection Settings JDBC Parameters

Job Manager Selection
Advanced

Configuration

Database Dialect: | Snowflake
Database Driver: Use latest driver version avallable

Driver for Snowflake v.3.20.0 [ID: built-in-snowflake-3.20.0]

Connection
Full account name

| snowflakeaccountname.eu-central-1

Virtual warehouse

Default access control role (optional)

Default database (optional)

Default schema (optional)

Authentication

() None

() Credentials

(®) Username
username

() Username & password

oK Apply Cancel @

b. In the JDBC Parameters tab of the node configuration dialog:

i. Add a JDBC Parameter with Name = private_key_file, Type = Path variable to
local path, and Value the path flow variable that points to where the key file
is located. Select the flow variable by clicking on the Value field and choose

the desired flow variable from the menu.
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. Add a second JDBC Parameter with Name = private_key_file_pwd, Type =

Literal value, and Value = the password of the key you want to use.

Dialog - 4:9 - Snowflake Connector (encrypted) — ([l X
File
Input Type Mapping Qutput Type Mappina Flow Variables Job Manager Selection
Connection Settings JDBC Parameters Advanced

Name Type  Value

application KNIME

private_key file Path

private_key_file_pwd ||z| password

Add Remove
oK Apply Cancel @
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Advanced setup

Register your own Snowflake driver

This section describes optional tasks that are only needed for specific setups
and might not be relevant for you.

The KNIME Snowflake Integration comes with a built-in Snowflake driver and is thus ready to
go. However because of some special circumstances you might be required to use a
particular version of the driver which you can do by manually registering your own JDBC

driver.

To register your own Snowflake JDBC driver, you need to download the JDBC driver as
described in the Snowflake documentation. Once you have downloaded the single jar file:

1. Open KNIME Analytics Platform

2. Goto File > Preferences > KNIME - Databases.

Preferences

type filter text

General

Help

Install/Update

w KMIME

Big Data
Chermnistry
Customization Profiles
Data Storage
Databases
Databases (legacy)
JavaScript Views
KMIME Explorer
KMIME GUI
Kerberos
Master Key
Meta Info Preferences
Preferred Renderers
Python
Vernalis
Workflow Coach

Run/Debug

Team

Databases

Here you can load additional database drivers from Jar or Zip archives. Registered drivers are available
in the corresponding database specific connector nodes and the generic DB Connector node,

Drivers that have [Profile] as prefix are automatically added via a KNIME Server customization
profile.These drivers can be edited but not deleted. To delete a profile driver go to the Customization
Profiles preferences page.

List of database driver preferences:

O pet

<::|v - v

MName

DB Type

Version

Edit

Add

Remove

Restore Defaults Apply

Apply and Close Cancel

3. Click Add. This will open a new database driver window.

4. Here, provide the JDBC driver path and all necessary information. To do so enter a
unique identifier and name and make sure to select snowflake as database type.

© 2025 KNIME AG. All rights reserved.
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5. Once the database type is selected, the URL template is automatically generated to be

compatible with the Snowflake driver and usually does not need to be altered.
6. Click Add file and browse for the downloaded driver jar file.
7. Finally click Find driver classes. Then close the dialog by hitting OK.

LURL termnplate: | jdbeisnowflake:// < account_names snowflakecomnputing.com/Twarehouse= <ware|

.
¥ URL template syntax informaticn @

Classpath
CAKMIMEVDBEC Snowflakelsnowflake-jdbe-3.13.16,ar Add file
Add directory
Remove
Up
Down
Drriver class: net.snowflake.client.jdbc.SnowflakeDriver ~ | | Find driver classes

Driver version: 3.13.0

Register new database driver O x
Driver
ID: | my_snowflake_driver Database type: |snowflake
Mame: | My Snowflake Driver |
Description: | |

Once the driver is registered you can select it in the Snowflake Connector node.

© 2025 KNIME AG. All rights reserved.
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Dialog - 3:1 - Snowflake Connector - O *
File

Connection Settings  JDBC Parameters Advanced Input Type Mapping Output Type Mapping  Flow Variables

Configuration
Database Dialect: Snowflake ~
Driver Mame: My Snowflake Driver [ID: my_snowflake_driver] L

My Snowflake Driver [ID: my_snowflake_driver]
~ Connection snowflake 3.13.4 [ID: built-insnowflake-3. 13.4]
Full account name
| ID: built-in-snowflake-3.13.4

Class: net.snowflake.client,jdbc.SnowflakeD
Virtual warehouse Version: 3.13.0
| URLtemplate:jdl::lc:snuwﬂake:fHacc::uunt

Default access control role (optional)
|PUBLIC v]
Default database (optional)

| -
Default schema (optional)

| v|
Authentication

() Mone

Credentials

() Username
(®) Username & password

Username:

Password:

oK Apply Cancel @

To set up JDBC drivers on KNIME Hub and KNIME Server, refer to the section
JDBC drivers on KNIME Hub and KNIME Server of the KNIME Database
Extension Guide.

Custom Snowflake Domain Name

If your Snowflake account is hosted on a custom domain, you can specify it via the Advanced
tab of the Snowflake Connector node. This is useful if you are using a custom domain for
your Snowflake account, for example, if you are using a Snowflake account hosted in China in
which case you would enter snowflakecomputing.cn in the Account domain field. For further
details on custom Snowflake domains, see the Snowflake documentation.
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