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Introduction

Workflows can be deployed as REST Services on a KNIME Server, and can be tailored to
almost any of our REST based needs and make the KNIME stack a powerful integration tool.
We can use workflows to enhance existing third party REST endpoints, create brand new
REST services, or expose several systems as one REST interface. We can even use these
workflows to manage the KNIME Server itself. You can have information about how to
access the KNIME Server REST API in the KNIME Server User Guide.

The following guide, instead, focuses on how to create:
1. Callee workflows: These workflows can expose data to a caller, either a call workflow or
a REST interface
2. Call workflows: These workflows can call other workflows either locally or deployed to a

KNIME Server

In order to invoke workflows via REST, a KNIME Server installation is needed, but it is
possible to build sets of caller/callee workflows which can be used within KNIME Analytics
Platform.

Two sets of nodes are available to build these type of workflows. One set of nodes (see
KNIME Workflow Invocation (external clients) section) is primarily made to define APIs for
3rd party clients, whereas the set of nodes which are available as Labs starting with KNIME
Analytics Platform version 4.5, is for KNIME-use only (see KNIME Workflow Services
section).

KNIME Workflow Invocation (external clients)

When uploading KNIME Workflows on KNIME Server they immediately are also deployed as a
REST Service. It is then possible to interact with these workflows via the KNIME Server REST
APl interface from any REST client.

In order to do these operations the workflows that need to be called (callee workflows) will
need to have special nodes that expose different data types to the REST interface.

For more information about how to build workflows that are able to use this functionality
please go to the KNIME Workflow Invocation (external clients) section.

KNIME Workflow Services

Moreover, it is also possible to invoke workflows that are deployed to KNIME Server or that
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exist on the local workspace of your KNIME Analytics Platform by using other workflows (call
workflows).

Workflow Services make it much easier to call KNIME workflows from other workflows.
Rather than invoking standardized (but limiting) JSON-based APIs, it is now possible to
create and connect directly to KNIME native API endpoints.

This means that it is possible to share many more KNIME data types, beyond what is
possible with JSON, e.g., text documents, decision trees, deep learning models, and many
more.

Workflow Services also allow you to define multiple input and output nodes of either
consistent or varying data types. These nodes can then be efficiently called with the Call
Workflow Service node.

For more information about how to build workflows that are able to use this functionality
please go to the KNIME Workflow Services section.

© 2020 KNIME AG. All rights reserved. 2



KNIME Workflow Invocation Guide

KNIME Workflow Invocation (external clients)

Workflow Invocation nodes

In KNIME Analytics Platform node repository you can find, under Workflow Abstraction >
Workflow Invocation, some useful nodes to interact with your workflows via REST interface
and/or by call workflows.

A" Node Repositary ;QH g = 8
‘,‘l' Manipulaticn A
q Views
A Analytics
= DB

L%, Other Data Types
¢» Structured Data
= Scripting
3 Tools & Services
ﬁ KMIME Labs
W Workflow Control
w A Workflow Abstraction
ofy Integrated Deployment
W :i:: Workflow Invocation
A% Call Local Workflow (Row Based)
A% Call Remote Workflow (Row Based)
A Call Workflow (Table Baszed)
-i} Container Input (Credentials)
-i} Container Input (Row]
-i} Container Input (Table)
-i} Container Input (File)
-i} Container Input (Variable)
{3# Container Output (Table)
{Eh Container Qutput (Row)
{Eh Container Output (File)
& Configuration
= Widgets

These nodes can be divided into the following categories, depending on their functionality:

« Container nodes. Every type of Container Input node defines the exact format (JSON)
the workflow needs to be called with, and the Container Output node how the output
looks like.

- Container Input nodes. Container Input nodes can receive different kind of data
formats by an external caller and/or from a REST interface and make them
available to the workflow. The following are different kind of inputs the Container
Input nodes can receive:
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= JSON

= Row

= Table

= File

m Variable

= Credentials

» Container Output nodes. Container Output nodes can send different kind of data
formats to an external caller and/or the REST interface.

+ Call nodes. These nodes can be used to call other workflows that resides either locally
or on a KNIME Server. These nodes use the very same interface/mechanism used by
the Container Nodes. You can use these nodes to build a call workflow which can be
used to call a callee workflow in order to either test the service deployed for 3rd party
clients, or to use a service from within a KNIME workflow that you also want not only to
make accessible to 3rd party clients. In case you want to build a workflow service to be
use only within KNIME we recommend to use the new set of nodes described in the
KNIME Workflow Services section.

Each of the Container nodes is able to expose data (Output) or to receive data (Input) from a
set of specific callers (either via REST interface or by/to a caller workflow).

Table 1. Container nodes and type of calls pairings

Container Input Caller
Credentials Call Workflow (Table Based)
Row + Call Local Workflow (Row Based)

+ Call Remote Workflow (Row Based)
« REST interface

Table Call Workflow (Table Based)

JSON » Call Local Workflow (Row Based)
+ Call Remote Workflow (Row Based)

« REST interface

File REST interface
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Container Input Caller

Variable REST interface

Container Output Caller

Row » Call Local Workflow (Row Based)

+ Call Remote Workflow (Row Based)
+ REST interface

Table + Call Workflow (Table Based)
+ REST interface

JSON + Call Local Workflow (Row Based)
+ Call Remote Workflow (Row Based)
+ REST interface

File REST interface

Container nodes and REST interface

Below is an explanation of the usage of the nodes that can be called only via a REST
interface. For clarity we are going to indicate the curl command you need to use to invoke
the REST endpoints. You can use anyways any of the several tools available to invoke REST
endpoints, such as RESTClient, SoapUl, Postman, or KNIME Analytics Platform.

You can read a hands on guide about building workflows for KNIME Server
REST API on KNIME blog.

Container Input (Variable) node

This node receives flow variables from an external caller like the REST interface and makes
them available to the workflow. A configured parameter makes the Container Input (Variable)
visible from the external caller and enables the external caller to send the variables to the
Container Input (Variable) node.

In the configuration dialog of the Container Input (Variable) node you can choose a name for
the variable input parameter and append to it unique ID values. You can also add a
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description for the variable input parameter.

By default the node will accept any input. To be accepted the input will need to be well
formed and it can contain an arbitrary amount of variables. The input has to be a JSON
object. Each property (key/value) pair that it might contain represents a variable, where the
key property is the variable name and the value property is the variable value. The type of the
variable is determined by using the JSON type of the value property.

Four basic data types are supported:

« String: A string of characters.

* Integer: An integer number.

* Double: A floating point decimal number.

* Boolean: A truth value that can be either true or false.
You can also define a number of template variables specification. Only the input that will
match those templates will be accepted and their value exposed to the workflow. To do so

check the option Require input to match template variables specification and click Add to add
the templates.
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Dialog - 3:1 - Container Input (Variable) — O >
File

Container Input {Variable) Flow Variables

Parameter Name: |y arigble-input

Append unique ID to parameter name

Description: A

() Accept any input
(®) Require input to match template variables spedification

Template Variables

Setinput variables as template Mo compatible input variables connected.

Use simplified JSOM format

Type Variable Mame Value
String « | |variable_1 test I
|Z| Integer -« | |variable_2 1 PR
E Double « | |variable_3 o1 1145
Boolean w | |variable_4 rue Tid|®
-+ Add
OK - Execute Apply Cancel @'

If you define only one template variable you can also check the option Use simplified JSON
format. This will allow the external input format to be simpler by using the value directly
instead of an object that defines the variables as properties. For example, if this option is
enabled you can define a variable by using the following simplified InputParameters:

"parameter-name": <value>,

instead of the object notation:
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"parameter-name": {
"variable-name": <value>

}I

Please note that in this case the variable will always have the same name as the parameter
name without the unique ID appended.

You can also feed flow variables from an another node output, e.g. you can define variables
via the Variable Creator node, and set those input variables as template, either by replacing or
merging the template variables already defined, if any.

Once you have deployed the workflow where the Container Input (Variable) node is present to
your KNIME Server you can execute it via REST API. You can either access it via the
SWAGGER UI, by right clicking the deployed workflow from KNIME Explorer in KNIME
Analytics Platform and selecting Show API definition from the context menu. In SWAGGER Ul
choose executing to see the POST request specifications of the workflow. Under Request
body section you will see, if defined, the template variables with either simplified JSON or
object notation format.

An example of a curl command to execute a POST request with a variable input template is
provided, where {{baseUr1}} is the URL of your KNIME Server and {{path}} is the path
relative to the Server file system to the workflow that you want to execute.

curl --location -g --request POST '{{baseUrl}}/rest/v4/repository/{{path}}:execution’ \
--data-raw '"{
"variable-input": {
"variable-input": "test"

}lll

Container Input/Output (File) nodes

The Container Input (File) and Contained Output (File) nodes can be used for file upload and
download respectively.

Due to some limitations of the SWAGGER Ul you can not specify how to call the Container
Input (File) node since you would need a different content type for the input file, such as a
multi-part content type instead of a JSON type and this is not possible to specify it via the
SWAGGER UL.

© 2020 KNIME AG. All rights reserved. 8
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Instead you will need to use another tool to invoke the REST endpoint. Here, we will give
example commands based on curl.

Upload a file via REST API call

In order to upload a file to a workflow you will need to add a Container Input (File) node to
your workflow. When configuring this node you can give a name to the parameter
successively identifying your input file, choose to append to it a unique ID, and give the input
parameter a description. Then you can define the name of the Path type flow variable that
contains the location of the local copy of the resource. Finally you can also decide to use a
default file in case no external resource is uploaded, but an external resource will always take
precedence over a default file. Only the path of a default file will be exposed.

Then, to upload a file to a REST API enabled workflow where the Container Input (File) node
is present you can use the following curl command:

curl --location --request POST '{{baseUrl}}/rest/v4/repository/{{path}}:execution’ \
--header 'Content-Type: multipart/form-data' \
--form "input-file=@"{{file-path}}"’

where {{baseUr1}} is the URL of your KNIME Server and {{path}} is the path relative to the
Server file system to the workflow that you want to execute. Via this command you are also
defining the content type of the file you want to upload as form-data type and {{file-path}}
is the path to that file.

Download a file via REST API call

In order to download a file from a workflow you will need to add a Container Output (File)
node to your workflow. When configuring this node you can give a name to the parameter
successively identifying your output file, choose to append to it a unique ID, and give the
input parameter a description. Then you need to define the variable that contains the path to
the resource to be exposed. This needs to be of the Path type.

Since, at the current status, the execution endpoint of the Server REST API deletes the
respective job after a successful execution, any output files for download are deleted, too.
Thus, in order to download a file from a REST API enabled workflow where the Container
Output (File) node is present you will need to go through the following steps:

1. Create a job for the workflow on KNIME Server: To do so send a POST request to the
jobs endpoint

curl --location --request POST '{{baseUrl}}/rest/v4/repository/{{path}}:jobs’

© 2020 KNIME AG. All rights reserved. 9
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2. Execute the created job: To do so send a POST request to the jobs endpoint, adding the
identifying ID of the job {uuid} which you will find in the output response of the
previous request under "id"

curl --location --request POST '{{baseUrl}}/rest/v4/jobs/{uuid}’

3. Download the created file: To do so send a GET request to the output-resources
endpoint

curl --location --request GET curl '{{baseUr1}}/rest/v4/jobs/{uuid}/output-
resources/{parameter-name}"' \
-0 {parameter-name}

where {parameter-name} is the one configured in the Container Output (File) node
configuration dialog and that you can find in the output response of the previous
request under "outputResources”.

4. Finally, you can optionally delete the executed job: To do so send a DELETE request to
the jobs endpoint

curl --location --request DELETE '{{baseUr1}}/rest/v4/jobs/{uuid}
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KNIME Workflow Services

To make it much easier to call KNIME workflows from other workflows it is possible to use
the KNIME Workflow Services set of nodes.

This set of KNIME Labs nodes can be used to build and use workflows as native KNIME
services.

One advantage of these nodes is that data being passed between the caller and the callee do
not need to be serialized into/from JSON-objects like it is the case when the Container
Input/Output nodes are used together with Call (Local) Workflow nodes, making the process
more efficient.

Moreover this new set of nodes makes use of dynamic ports functionality, which allows to
use only one node with adjustable port types.

We recommend to use Container Input/Output nodes exclusively in workflows which are
intended to be called from external REST clients.

Use the Workflow Service Input/Output nodes instead to build workflows intended to be
called from within another workflow (i.e. using Call Workflow Service node).

KNIME Workflow Services nodes

In KNIME Analytics Platform node repository you can find, under KNIME Labs > Workflow
Abstraction, some useful nodes to build workflows that work as native KNIME services.

_4"‘ MNode Repository EQ | | workflow service i = g

v KNIME Labs
w A Workflow Abstraction
-E} Workflow Service Input
{5 Workflow Service Qutput
A Call Workflow Service
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Workflow Service Input/Output nodes

Use these two nodes to receive (Input) or send (Output) a data table or any other port object.

+ Workflow Service Input node: This node can receive a data table or any other object

from a KNIME workflow that calls this workflow using the Call Workflow Service node.

When adding the node to your workflow an optional data table input port and a data
table output port are shown. Click the three button dynamic port button on the left
bottom corner of the node to Exchange Callee Workflow Input port type.

Workflow
Sernvice Input

P

q Exchange Callee Workflow Input port

You can then choose between any available port type.

Exchange Callee Worlflow Input port

Port Type: Flow Variable
B PMML
Database Connection
Database Cuery

Generic Port

AWS Comprehend Connection
AWSConnection
AzureConnection

CAIM

Color

Correlation

DE Data

DE Session

DL Model

Deep Learning Metwork
Density Scorer Model

Distance Measure
DocumentVectorPortObject
Feature Selection Medel

File Systern

FilterDefinition

Fuzzy Basis Function

Google Cloud Storage Connection

Finally, in the node configuration dialog you can choose a Parameter name to assign to

the input object.

© 2020 KNIME AG. All rights reserved.
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Dialog - 4:19 - Warkflow Service Input — O x
File

i Callee Workflow Parameter { Flow Variables  Job Manager Selection  Memory Policy

Parameter Name:  |innyt-parameter Data

oK Apply Cancel (?)

The parameter name is supposed to be unique, but this is not enforced. In case multiple
Workflow Service Input nodes define the same parameter name, KNIME will make them
unique by appending the node’s node ID, e.g., "input-table" becomes "input-table-7".

+ Workflow Service Output node: This node can send a data table or any other object to a
KNIME workflow that executes this workflow using the Call Workflow Service node.
When adding the node to your workflow a data table input port and a data table output
port are shown. Click the three button dynamic port button on the left bottom corner of
the node to Exchange Callee Workflow Output port type.

Workflow
Sernvice Qutput

(e o
Exchange Callee Worlflow Qutput port |

You can then choose between any available port type.
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Exchange Callee Workflow Cutput port

Port Type: Flow Variable

oK PMML

Database Connection
Database Cuery

Generic Port

AWS Comprehend Connection
AWSConnection
AzureConnection

CAIM

Color

Correlation

DE Data

DE Seszion

DL4) Model

Deep Learning Metwork
Density Scorer Model
Distance Measure
DocumentVectorPortObject
Feature Selection Model
File System

FilterDefinition

Fuzzy Basis Functicn
Google Cloud Storage Connection

Finally, in the node configuration dialog you can choose a Parameter name to assign to

the output object.
Dialog - 4:20 - Workflow Service Qutput et
File
i Callee Workflow Parameter | Flow Variables  Job Manager Selection  Memory Policy
Parameter Name: | qutput-parameter Data

OK Apply

©)

The parameter name is supposed to be unique, but this is not enforced. In case multiple

© 2020 KNIME AG. All rights reserved.
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Workflow Service Input nodes define the same parameter name, KNIME will make them
unique by appending the node’s node ID, e.g., "output-table" becomes "output-table-7".

An example of a callee workflow using this set of nodes is available on the KNIME Hub.

Workflow
Variable Creator Service Input
"n"+ @o——— (O -E} d

default value: false ~ Append class confidence?

Workflow

Service Input Random Forest Workflow

Predictor Service Output

:} ,T-C?’ > >

Trained model

Predict Send prediction results
back to calling workflow
Workflow
Service Input
g 2

Input for predictor

Call Workflow Service node

Use this node in a workflow to call another workflow and obtain the results for further
processing in the workflow. The workflow will be able to receive inputs via Workflow Service
Input nodes and return outputs using Workflow Service Output nodes.

This node comes with an optional KNIME Server connection. Use the KNIME Server
Connector node to connect to a KNIME Server in case the callee workflow has been deployed
to a KNIME Server installation. In the node configuration dialog you can then set parameters
to manage the connection to the KNIME Server. If you want to call a workflow in your local
workspace you can just leave this port unconnected.

You can insert the Workflow Path or Browse workflows to choose the callee workflow.

© 2020 KNIME AG. All rights reserved. 15
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Dialog - 5:12 - Call Workflow Service - O
File

'l" tE Flow Variables  Job Manager Selection

KMIME Server Call Settings

Server address: Mo server connection

Invocation
() Short duration: the workflow is expected to run quickly (less than 10 seconds)

(@) Long duration: the warkflow is expected to run longer than 10 seconds
Retain job on failure

Discard job on successful execution

Workflow Path: Browse workflows

-

Fetch timeout [s]: 60 %

Please select a workflow by entering a path or dicking "Browse Waorkflows™,

oK Apply Cancel @.

A button Adjust node ports in the node configuration dialog will appear in case the node ports

do not match the parameters of the callee workflow. Click the button to adjust the node
ports.

© 2020 KNIME AG. All rights reserved.
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Dialog - 5:12 - Call Workflow Service - O *
File

Workflow to Execute | Flow Variables  Job Manager Selection

KMIME Server Call Settings

Server address: Mo server connection

Invocation
() Short duration: the workflow is expected to run quickly (less than 10 seconds)

(@) Long duration: the warkflow is expected to run longer than 10 seconds

Retain job on failure

Discard job on successful execution

Workflow Path: SMWorkflow_Services-ID/Call Workflow,Prediction Service Browse workflows
Fetch timeout [s]: 60 F5
Input Parameters

Input Port 1 {Data) assigned to prediction-input
Input Port 2 {Flow Variable) assigned to append-class-confidence

Input Port 3 (Tree Ensembles) assigned to trained-model

Output Parameters

predictions assigned to Output Port 1 (Data) I

! The node ports do not match the parameters of the workflow. Adjust? Adjust node ports

oK Apply Cancel

Each Workflow Service Input node in the workflow to be called will create an input port on
this node when finishing the configuration of the Call Workflow Service node. Similarly, each
Workflow Service Output node will create an output port on the node.

Call Workflow
Service

O
> A >
A

~

An example of a call workflow using this set of nodes is available on the KNIME Hub.
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Random Forest Scorer
Learner >
> >,
]
]
L] -
i Score training accuracy
Learn to predict
Data Generator Partitioning cluster by coordinate
| »
4 > =
» >
L ] L ]
Training set generator Use 30% for training
Data points in 4 clusters 70% for testing

Call Workflow
Service

O
g
L

Compute predictions
using a workflow that
applies a model to data

Append Class
Confidence to Result?

When selected, the predictions will
contain in addition to the confidence for the
predicted class the confidences for all other classes.
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»
>
3G

L]
Score test accuracy

18

»
>
Compare accuracy on
training and test data
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